2006 CTSP Breakout
April 25 – 27, 2006

Reno, NV

A summary of the Bin items can be found at the end of the document.

April 26, 2006

CTSP Task Group Charter – Brian Lamb
· Charter has been approved. It is recognized as a very good charter



FS – Steve Simon



BLM – Brian Lamb



NPS – Peter Paul


USFWS – none yet



BIA – none yet

Aviation Management
 - Dave Opalenik


Eastern States - Dean Groe 


Western States
 - Bill Mills

· Subject Matter Experts (SMEs) will be involved; meetings will be publicized and open for participation by non-voting members.
· Much of the discussion in the following two days will lay the ground work for the directed tasks of the CTSPTG. 
· Next Steps: 
· CTSPTG will meet Thursday morning (27-Apr-06).
· A few initial sub-groups will be established as a result of discussions during the conference.
· The CTSP community needs to get an effective web-presence back.
· Begin formalizing the training & certification curriculum. Establish a  training sub-group.w
· IBA2 results indicate partnering with IBA will be beneficial as much as necessary to achieve some goals.
Hardware Cache Concept – Brian Lamb
· The concept of a ‘Computer Cache System’ has been discussed before. There are issues that need to be considered and dealt with.
· Issues:

· Who purchases and with what funds?
· Who maintains equipment and where will it be stored?

· What will be the established life cycle?
· Types of equipment to include? i.e. I-Suite, GIS, etc.

· Vendors are a viable option. Some prefer agency owned equipment 

· It would be good to have standard image. 
· Timeliness is very important. Equipment must be available for mobilization to new incident – need a starter-kit.
· Established camp can be supplemented with more cache equipment or leased equipment.
· Suggestion that ‘backbone kit’ might be easily established

· Wire – drop cables and spool

· Basic tools

· Switches

· Router

· Paired radios

· Server? 

· Cache systems may not be eager to maintain hardware. Potential for a contractor to maintain the cached computer equipment. 
· Need to level the playing field:

· Some Regions can/are supporting teams with equipment – others are not.
· Some CTSP’s are bringing their own pre-set equipment, others are not. 
[Bin #1] 
Form committee in conjunction with IBA3 Project to pursue possibilities and results from IBA2 Project. Explore the concept of a hardware cache system and how best to implement it in an interagency environment.
Computer Security – Brian Lamb
· New BLM laptop IM has been released (See files: WO-IM-2006-133.pdf & WO-IM-2006-133 Attachment.pdf). There are increased restrictions that have been placed upon BLM employees. Corporate disk image is not permitted on an incident network. If a BLM laptop is to be used on an incident, it must utilize a separate hard drive with an incident image. BLM is ironing out the memo implications and impacts to SA community.
· BLM is switching anti-virus software from McAfee to Norton. 

· Systems installed and configured with 30-day trial software are creating issues for  CTSP’s that inherit systems that expire. Need standard suite of software that can be utilized on an interagency basis.
· Computer equipment should be configured to perform individual user authentication. If a security audit is performed there will be issues if using a single shared group account. Michael Morgen has scripts to create and manage user accounts and printers on a domain. He’s running Windows 2003 Server utilizing a domain. Modifying the script will allow it to be run on individual computers that may or may not be a part of a workgroup. Many CTSP don’t have access to Windows Server 2003.
· BLM now requires background check for all employees as a result of HSPD-12 (http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html). Do other agencies (and more importantly an incident) have the same requirement? How does this relate to users accessing sensitive information in I-Suite?
· Increased file and folder security practices should be documented. CTSP’s should be setting up file-shares and workgroups to provide/limit access to appropriate files. 
· Additional security practices need to be adopted. Utilizing group policies in a Windows environment can simplify some of the more standard security needs.

· Complex passwords

· Locking screen saver

· Drive access restrictions

· Because laptops contain sensitive data on them, CTSP’s have the responsibility to sanitize computers after an incident:

· Wipe – totally destroy information on incident laptop before they leave your control (i.e. sending them back to contract source, or a cache). One pass is sufficient, but BLM’s standard is two.
· Scrub – Cleaning up team owned equipment by deleting & creating user accounts (assuming drive is locked down preventing users from writing to any location other that “Documents & Setting.
· Re-image - team laptops that have a canned image available (Ghost utility)
[Bin #2] 
Publish scripts to CTSP website that are beneficial to CTSP community.

[Bin #3] 
Explore security requirements required in an incident environment.

[Bin #4] 
Nichole Owen and Michael Morgen will put together and share some information on group policy procedures.
[Bin #5] 
Provide a list of acceptable utilities that can be used to securely wipe a hard drive. 

2006 I-Suite Review – Donna Tate
· Donna Tate’s PowerPoint presentation available separately (See file: 2006 I-Suite Overview.ppt)
· Michael Morgen walked through the security portion of the new I-Suite version.
· 2005 I-Suite will be uninstalled when 2006 I-suite is installed. To be inline with security requirements, 2006 I-Suite installs to “C:\Program Files\isuite”. To clean up the uninstallation of older versions, remove any “C:\isuite” folders.

· 2006 I-Suite has implemented a three tier security model:
· An administrative account username/password is created on initial launch to manage the I-Suite service. The default initial login credentials are “admin”/“forests”. Your newly created credentials are also included in any databases that may be created.

· 2006 I-Suite databases are now encrypted and require a password to access. Make sure to document the database password. It must be available to the hosting agency in order to access the data contained within. The default password is “forests”.
· User account access has been implemented to document each person that has access to a system. It is recommended that teams no longer use a shared account due to security risks and accountability issues.

· To clean the installation of I-Suite on your server between assignments, uninstall I-Suite using the installation application. Select “Remove” when prompted to make a choice. This performs the most thorough uninstall. If you uninstall from “Control Panel/Add or Remove Programs”, the process leaves various shards. 
[Bin #6]
Recommend that the CTSPTG prepared a best practices document for managing I-Suite accounts. Provide guidelines for all teams to follow. 
All Risk Response - Bill Mills 
· PowerPoint presentation available separately (See file: 2005 SACC Experience.ppt)
· Bill worked in the “Mob Center” in Marietta, Georgia, to support Katrina, Rita and Wilma. Primary purpose was to provide logistical computer support to all Incident Management Teams as they arrived for assignments. 

· “Logistical 72-hour kits” – basically a rental truck, with enough supplies to support 50 people for 72 hours – water, MRE’s, shelter, blankets, lighting, propane heaters, etc. for survival. (Contents of this truck are currently being discussed and revised). 
· Simultaneously, there were CTSP “computer 72 hour kit” created – laptops (from FEMA), cables, switches, power inverters, battery backup, printer (all-in-one printer-fax-copier), etc. Enough to get a team going and setup, to last until they could get other equipment ordered and delivered. 
All Risk Response - Doug Logan & Dean Groe 
· Presentation and handouts (see file: CTSP Hurricane Incident Support.doc) focused on Florida tools that are in place, but may be utilized in other areas. 
· If you travel to Florida on an incident, check http://www.floridadisaster.org for more information.
· Differences from a fire assignment: 
· Unknown mission (not fighting fire)
· Local infrastructure may be destroyed 

· The folks that know about local area are also affected

· Be prepared for any conceivable situation. Don’t count on purchasing, ordering, or delivery. Bring all the equipment you can (including consumables). Bring all your personal items as well as some food. Hotels will be renting to displaced people.
· Utilize power inverters connected to vehicles.
· Make contact with local Forest Service office, see if they can assist. 

· New terminology – LSA, PODS, USAR

· LSA (Logistical Staging Areas) – our mission generally to support LSA operations. Also may be asked to manage a lot of data/reporting on status of trucks and commodities. May be asked to support databases used by other agencies– SERT Tracker, LSA Trailer Tracking Database
· PODS (Points of Distribution) – closer to heavily affected areas – be prepared for this (personal equipment and needs) 

· USAR (Urban Search and Rescue) – our mission is to support them/their mission – Logistical support to them. They also desire high quality ‘intelligence’ support – GIS mapping, etc. Be prepared for poor environmental conditions. 
April 27, 2006

Training – Brian Lamb
· Reviewed training topics paper (prepared last year). (See file: 2006 Training Checklist.doc)
· Should training be tracked via a Task Book? Varying opinions:

· Task Book with ‘self-study/distance learning’
· Task Book with formal training
· No Task Book but draw in qualified/good people and get them involved.
· Inclusion of ‘other’ fire-related training (ICS 101, I-Suite, etc.) can be included in the task book or exist as an additional requirement.
· How to screen, nominate and approve qualified applicants from both agency and commercial sources.

· Methods of training:

· Trainee assignments
· Peer mentoring – draw in qualified/quality people; take trainees on assignments

· Red Card requirements (differences in agency policies) 
· Task/skill list, but not necessarily a formal Task Book. 
· Sub-Group volunteers:

· Janeta Huckeby
· Paul Dzialowy
· Michael Morgen
· Carl Seielstad
[Bin #7]
Begin investigating, determining training requirements. Create new interagency training curricula.
Web Presence – Brian Lamb
· Previous efforts -- firefyi.com, and disasterhelp.gov have met with varying success

· Have the opportunity to use nwcg.gov – charter, meeting notes, annual work plan

· Steve suggests using Lotus QuickPlace for a forum-type site to share information 

· Sub-Group volunteers – Richard Wallach, Sharon Halshaw-Prowell, MaryAnne, MaryAnne Sanford
Remote Wireless Communication – Carl Seielstad 
· Carl is a professor at University of Montana, National Center for Landscape Fire Analysis (http://firecenter.forestry.umt.edu/firecenter) 
· PowerPoint presentation available separately (Wireless Data Network.pps) 

· Wireless Data Networks in Wildland Fire Use 
· National Center for Landscape Fire Analysis receives funding from FS, BLM, and NSF.
· Three focus areas:
· Research - Fire and Fuels Sciences
· Technology - Geospatial Technologies, infrared interpretation, GISS curriculum, etc.
· Utilization - Services and Outreach
· At the Freezeout Fire (fire use incident in Okanogan National Forest) the NCLFA installed a wireless broadband network relay system to support a web-enabled camera for real-time monitoring. Request came as a result of Canadian interest concerning potential impacts to area in that country. Five hop relay link from fire area to Mazama (closest land-based internet access). 
· NCLFA is able to deploy to provide wireless monitoring and internet access to remote sites. Can support teams and fires with these skills. 

· What other technologies can be utilized to provide real-time data collection to support incidents (not just looking at pictures) 

· Autonomous Environmental Sensors (AES) very small sensors that collect and transmit data. NCLFA deployed these on the Selway-Salmon Complex last year. Collected 15 minute observations from several sensor sites over ). Then question becomes how to draw this data in to a database and tools that are useful to FBAN’s to use for analysis. 
· ArcPad and Palm devices – working on several applications for field data collection with GIS capabilities. 
Wireless – Chris Simmons
· PowerPoint available separately (2006 Wireless Security.pps)

· Agency policies vary. BLM can use wireless on incidents only. FS has approved some use of wireless (seems dependent on individual skill and ability to secure). 

· Presented a webcast that provided a good overview of current technologies and explained some basic terminology: http://searchnetworking.com/wirelesslunchtimelearning
· Chris provided two documents for us to read at a later time:

· Deploying Wi-Fi Protected Access (WPA™ ) and WPA2™ in the Enterprise can be found at http://www.wi-fi.org.

· Protecting your Network from Wireless Attacks can be found at http://networkchemistry.com. At this time you will need to register to access the paper.
IBA Phase 2 Results and Recommendations – Mary Ann Szymoniak
· PowerPoint Presentation available separately (IBA2 Briefing.pps).

· Incident Business Practices Working Team contracted with SAIC to conduct study

· Decisions and information posted at http://iba2.nwcg.gov. Not a lot there now, much more coming soon. 
InciWeb – Brian Lamb
· Carolyn Higgins unable to attend.
· Intent is to have one, central repository for incident information.
· InciWeb site (http://www.inciweb.org) has been relocated to NITC. Support available at 800-253-5559.
· Will be pulling data from the 209

· Multiple websites are currently available. Confusing information being advertised. Inciweb, ActiveFfires.net, FireTeams.net – what is the official bottom line. Need more information and clarification 
[Bin #8]
Should other documentation not be available on how to use InciWeb, obtain accounts, etc. then some additional documentation will be developed.

[Done]
InciWeb help and documentation can be found at http://www.inciweb.org/admin/help. 
Wrap-Up, Miscellaneous issues – Brian Lamb
· Mailing list information:

· Currently the mail list is ctsp-list@blm.gov. It is moving to ctsp@dms.nwcg.gov.

· More than 100 people currently on the list that have been involved over the last 3 years

· Contact Brian Lamb to be added.
· A formal hardware sub-group will not be developed until more information is available from the IBA2 results since the two will be linked together.
· Should the National Logistics Workshop not take place next year, then the CTSPTG will plan, organize, conduct separate meeting. Possibly tag-off on one of the area IMT meetings.

· Brian presented a three minute summary (see file: 2006 CTSP Breakout Review.pps) of the two day conference to the NLW attendees.
Bin List

1. Form committee in conjunction with IBA3 Project to pursue possibilities and results from IBA2 Project. Explore the concept of a hardware cache system and how best to implement it in an interagency environment.
2. Publish scripts to CTSP website that are beneficial to CTSP community.
3. Explore security requirements required in an incident environment.

4. Nichole Owen and Michael Morgen will put together and share some information on group policy procedures.

5. Provide a list of acceptable utilities that can be used to securely wipe a hard drive.
6. Recommend that the CTSPTG prepared a best practices document for managing I-Suite accounts. Provide guidelines for all teams to follow. 
[Note: NWCG/IRMWT cannot require teams to implement user accounts as they can only make recommendations as per their charter.]
7. Begin investigating, determining training requirements. Create new interagency training curricula.
8. Should other documentation not be available on how to use InciWeb, obtain accounts, etc. then some additional documentation will be developed.
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